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normal course of the business of pro-
viding that wire or electronic commu-
nication service; and

(ii) Officers, agents, or employees of,
or person under contract with the
United States, one of the 50 States, or
a political subdivision thereof, when
engaged in the normal course of gov-
ernment activities.

(2) Other applications will generally
be denied.

(c) Contract sanctity. Contract sanc-
tity provisions are not available for li-
cense applications involving exports
and reexports of communications inter-
ception devices.

(d) U.S. controls. Controls on this
equipment are maintained by the
United States government in accord-
ance with the Omnibus Crime Control
and Safe Streets Act of 1968.

§742.14 Significant items: hot section
technology for the development,
production or overhaul of commer-
cial aircraft engines, components,
and systems.

(a) License requirement. Licenses are
required for all destinations, except
Canada, for ECCNs having an “SI”
under the ‘““Reason for Control’’ para-
graph. These items include hot section
technology for the development, pro-
duction or overhaul of commercial air-
craft engines controlled under ECCN
9E003.a.1. through a.12., .f, and related
controls.

(b) Licensing policy. Pursuant to sec-
tion 6 of the Export Administration
Act of 1979, as amended, foreign policy
controls apply to technology required
for the development, production or
overhaul of commercial aircraft en-
gines controlled by ECCN 9E003.a.l.
through a.12, .f, and related controls.
These controls supplement the na-
tional security controls that apply to
these items. Applications for export
and reexport to all destinations will be
reviewed on a case-by-case basis to de-
termine whether the export or reexport
is consistent with U.S. national secu-
rity and foreign policy interests. The
following factors are among those that
will be considered to determine what
action will be taken on license applica-
tions:

(1) The country of destination;

(2) The ultimate end-user(s);

(3) The technology involved;
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(4) The specific nature of the end-
use(s); and

(5) The types of assurance against un-
authorized use or diversion that are
given in a particular case.

(c) Contract sanctity. Contract sanc-
tity provisions are not available for li-
cense applications reviewed under this
§742.14.

(d) [Reserved]

[64 FR 13339, Mar. 18, 1999]

§742.15 Encryption items.

Encryption items can be used to
maintain the secrecy of information,
and thereby may be used by persons
abroad to harm national security, for-
eign policy and law enforcement inter-
ests. As the President indicated in E.O.
13026 and in his Memorandum of No-
vember 15, 1996, export of encryption
software, like export of encryption
hardware, is controlled because of this
functional capacity to encrypt infor-
mation on a computer system, and not
because of any informational or theo-
retical value that such software may
reflect, contain, or represent, or that
its export may convey to others
abroad. For this reason, export con-
trols on encryption software are distin-
guished from controls on other soft-
ware regulated under the EAR.

(a) Licenses are required for exports
and reexports to all destinations, ex-
cept Canada, for items controlled under
ECCNSs having an “EI"’ (for ‘“‘encryption
items’) under the ‘‘Control(s)” para-
graph. Such items include: encryption
commodities controlled under ECCN
5A002; encryption software controlled
under ECCN 5D002; and encryption
technology controlled under ECCN
5E002. (Refer to part 772 of the EAR for
the definition of ‘‘encryption items’).
For encryption items previously on the
U.S. Munitions List and currently au-
thorized for export or reexport under a
State Department license, distribution
arrangement or any other authority of
the State Department, U.S. persons
holding valid USML licenses and other
approvals issued by the Department of
State prior to December 30, 1996 may
ship remaining balances authorized by
such licenses or approvals under the
authority of the EAR by filing Ship-
pers Export Declarations (SEDs) with
District Directors of Customs, citing
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the provisions of this section effective
on December 30, 1996 and the State De-
partment license number. Such ship-
ments shall be in accordance with the
terms and conditions, including the ex-
piration date, existing at the time of
issuance of the State license. Viola-
tions of such authorizations, terms and
conditions constitute violations of the
EAR. Any reports required for distribu-
tion and other types of agreements pre-
viously authorized by the Department
of State, valid prior to December 30,
1996, should be henceforth submitted to
BXA at the following address: Office of
Strategic Trade and Foreign Policy
Controls, Bureau of Export Adminis-
tration, Department of Commerce, 14th
Street and Pennsylvania Ave., N.W.,
Room 2705, Washington, D.C. 20230.

(b) Licensing policy. The following li-
censing policies apply to items identi-
fied in paragraph (a) of this section.
This section refers you to Supplement
No. 4 to this part 742. For purposes of
these supplements, ‘‘products’ refers
to commodities and software. Except
as otherwise noted, applications will be
reviewed on a case-by-case basis by
BXA, in conjunction with other agen-
cies, to determine whether the export
or reexport is consistent with U.S. na-
tional security and foreign policy in-
terests.

(1) Certain mass-market
commodities and software.

(i) Consistent with E.O. 13026 of No-
vember 15, 1996 (61 FR 58767), certain
encryption software that was trans-
ferred from the U.S. Munitions List to
the Commerce Control List pursuant to
the Presidential Memorandum of No-
vember 15, 1996, may be released from
El controls and thereby made eligible
for mass market treatment after a
technical review. Further, certain
encryption commodities may be re-
leased from EIl controls and thereby
made eligible for mass market treat-
ment after a technical review. To de-
termine eligibility for mass market
treatment, exporters must submit a
classification request to BXA. 56-bit
mass market encryption commodities
and software using RC2, RC4, RC5, DES
or CAST, and key exchange mecha-
nisms including, but not limited to,
symmetric algorithms with the same
or double the key length authorized for

encryption

§742.15

the confidentiality algorithm, asym-
metric algorithms with key space of
512, 768 or up to and including 1024 bits,
proprietary key exchange mechanisms,
or others, may be eligible for a 7-day
review process, and company propri-
etary commodities and software imple-
mentations may be eligible for 15-day
processing. Refer to Supplement No. 6
to part 742 and §748.3(b)(3) of the EAR
for additional information. Note that
the technical review is for a determina-
tion to release encryption commodities
and software in object code only unless
otherwise specifically requested. Ex-
porters requesting release of the source
code should refer to paragraph
(b)(3)(V)(E) of Supplement No. 6 to part
742.

(ii) If, after a one-time technical re-
view, BXA determines that the soft-
ware is released from EIl controls, such
software is eligible for all provisions of
the EAR applicable to other software,
such as License Exception TSU for
mass-market software. Furthermore,
for such software released from EI con-
trols, subsequent bundling, updates, or
releases consisting of or incorporating
this software may be exported and re-
exported without a separate one-time
technical review, so long as the func-
tional encryption capacity (e.g., algo-
rithm, key modulus) of the originally
reviewed mass-market encryption soft-
ware has not been modified or en-
hanced. However, if BXA determines
that the software is not released from
El controls, a license is required for ex-
port and reexport to all destinations,
except Canada, and license applications
will be considered on a case-by-case
basis.

(iii) If after a technical review, BXA
determines that the encryption com-
modity is released from EI controls,
the commodity is eligible for export
under License Exception ENC and all
provisions of the EAR applicable to
other commodities. However, if BXA
determines that the commodity is not
released from EIl controls, and no Li-
cense Exception applies, a license is re-
quired for export and reexport to all
destinations, except Canada, and li-
cense applications will be considered
on a case-by-case basis.

(iv) Mass-market encryption software
that has already been classified after a
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technical review and that has been re-
leased from EI controls under the pro-
visions of this paragraph (b)(1) will be
permitted for export and reexport
under license exception TSU with in-
creases of 56-bits for the confiden-
tiality algorithm, the same or double
the key length authorized for the con-
fidentiality algorithm for symmetric
algorithms for key exchange mecha-
nisms and with key spaces of 512, 768 or
up to and including 1024 bits for asym-
metric algorithms for key exchange
without an additional technical review,
provided that there is no other change
in the cryptographic functionality. Ex-
porters must notify BXA in writing of
the increase in the key length for the
confidentiality algorithm, the asym-
metric or symmetric key exchange al-
gorithms, and include the original au-
thorization number issued by BXA and
the information identified in para-
graphs (a)(2)(iii) through (v) of Supple-
ment No. 6 to part 742 of the EAR (if
this information was submitted pre-
viously, then only identify the modi-
fications). BXA must receive such noti-
fication by March 31, 1999.

(A) The notification should be sent
to:

Office of Strategic Trade and Foreign Policy
Controls, Bureau of Export Administra-
tion, Department of Commerce, 14th Street
and Pennsylvania Ave., N.W., Room 2705,
Washington, D.C. 20230, Attn: Encryption
Upgrade

(B) A copy of the certification should
be sent to:

Attn: ENC Encryption Request Coordinator,

P.O. Box 246, Annapolis Junction, MD
20701-0246

(2) Key escrow and Kkey recovery
encryption commodities and software.

Certain recovery encryption commod-
ities and software of any key length
that are classified under ECCNs 5A002
and 5D002 after a technical review are
eligible for export and reexport under
License Exception KMI. See §740.8(b)(1)
of the EAR for information on addi-
tional eligibility requirements.

(3) General purpose encryption commod-
ities and software of any key length for
use by banks and financial institutions.

(i) Commodities and software that
were eligible for License Exception
TSU or KMI or have been licensed for
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export or reexport under an Encryption
Licensing Arrangement or a license
prior to December 31, 1998, are now eli-
gible for export and reexport under Li-
cense Exception ENC under the provi-
sions of §740.17(b)(1) of the EAR.

(ii) For exports and reexports not eli-
gible under a License Exception, ex-
ports and reexports of general purpose
non-voice encryption commodities and
software classified under ECCNs 5A002
and 5D002 of any key length will gen-
erally be approved under an Encryption
Licensing Arrangement for use by
banks and financial institutions (as de-
fined in part 772 of the EAR) in all des-
tinations except Cuba, Iran, Iraq,
Libya, North Korea, Sudan and Syria.
Applications for such commodities and
software will receive favorable consid-
eration when the end-use is limited to
secure business financial communica-
tions or transactions and financial
communications/transactions between
the bank and/or financial institution
and its customers provided that there
are no concerns about the country or
end-user. No customer to customer
communications or transactions are al-
lowed.

(iii) Note that any country or end-
user prohibited in the past from receiv-
ing encryption commodities and soft-
ware under a specific Encryption Li-
censing Arrangement will be reviewed
on a case-by-case basis, and may be
considered by BXA for eligibility under
future Encryption Licensing Arrange-
ment requests.

(iv) Note that distributors, resellers
or other entities who are not manufac-
turers of the encryption commodities
and software are permitted to use an
existing Encryption Licensing Ar-
rangement for exports and reexports of
these products only when Encryption
Licensing Arrangement has been grant-
ed to the manufacturer and the export
and reexport meets the terms and con-
ditions of this paragraph (b)(3).

(v) There are no reporting require-
ments for exports to banks and finan-
cial institutions.

(4) Financial-specific encryption items
of any key length. After a one-time
technical review via a classification re-
quest, financial-specific encryption

294



Bureau of Export Administration, Commerce

items of any key length that are re-
stricted by design (e.g. highly field-for-
matted and validation procedures, and
not easily diverted to other end-uses)
for financial applications will be per-
mitted for export and reexport under
License Exception ENC (see
§740.17(a)(1) of the EAR). No business
and marketing plan is required.

(5) Encryption commodities and soft-
ware of any key length for use by health
and medical end-users. (i) Commodities
and software that have been classified
after a technical review through a clas-
sification request or have been licensed
for export under an Encryption Licens-
ing Arrangement or a license are eligi-
ble for export and reexport under Li-
cense Exception ENC to health and
medical end-users without an addi-
tional technical review, provided that
the export or reexport meets all the
terms and conditions of that License
Exception. See §740.17 of the EAR.
Commodities and software that were
eligible for License Exception TSU or
KMI or have been licensed for export or
reexport under an Encryption Licens-
ing Arrangement or a license prior to
December 31, 1998, are now eligible for
export and reexport under License Ex-
ception ENC under the provisions of
§740.17(b)(2) of the EAR.

(if) For exports and reexports that
are not eligible under License Excep-
tion ENC, exports and reexports of
encryption commodities and software
classified under ECCNs 5A002 and 5D002
of any key length will generally be ap-
proved under an Encryption Licensing
Arrangement for use by health and
medical end-users (as defined in part
772 of the EAR) in all destinations ex-
cept Cuba, lIran, lraq, Libya, North
Korea, Sudan and Syria except for non-
U.S. biochemical and pharmaceutical
manufacturers and non-U.S. military
health and medical entities. No cus-
tomer to customer communications or
transactions are allowed.

(iii) Note that any country or end-
user prohibited in the past from receiv-
ing encryption commodities and soft-
ware under a specific Encryption Li-
censing Arrangement will be reviewed
on a case-by-case basis, and may be
considered by BXA for eligibility under
future Encryption Licensing Arrange-
ment requests.

§742.15

(iv) Note that distributors, resellers
or other entities who are not manufac-
turers of the encryption commodities
and software are permitted to use an
existing Encryption Licensing Ar-
rangement for exports and reexports of
these products only when Encryption
Licensing Arrangement has been grant-
ed to the manufacturer and the export
and reexport meets the terms and con-
ditions of this paragraph (b)(5).

(v) You must submit to BXA the
name and address of the end-user.

(6) Encryption commodities and soft-
ware of any key length for on-line mer-
chants. (i) Commodities and software
that were eligible for export to on-line
merchants under an Encryption Li-
censing Arrangement prior to Decem-
ber 31, 1998, are now eligible for export
and reexport under License Exception

ENC under the provisions of
§740.17(b)(3).
(ii) Exports and reexports of

encryption commodities and software
classified under ECCNs 5A002 and 5D002
of any key length which are limited to
client-server applications (e.g., Secure
Socket Layer (SSL) based applications)
or applications specially designed for
on-line transactions for the purchase
or sale of goods and software will be
permitted under an Export Licensing
Arrangement in all destinations except
Cuba, Iran, Iraqg, Libya, North Korea,
Sudan and Syria for use by foreign on-
line merchants as defined in part 772 of
the EAR. End-use is limited to: the
purchase or sale of goods and software;
and services connected with the pur-
chase or sale of goods and software, in-
cluding interactions between pur-
chasers and sellers necessary for order-
ing, payment and delivery of goods and
software. No other end-uses or cus-
tomer to customer communications or
transactions are allowed.

(iii) Applications for Encryption Li-
censing Arrangements for on-line mer-
chants will generally be approved, ex-
cept for foreign on-line merchants or
their separate business units (as de-
fined in part 772 of the EAR) who are
engaged in the manufacturing and dis-
tribution of items or services con-
trolled on the U.S. Munitions List.
Such end-users will be considered on a
case-by-case basis.
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(iv) Note that any country or end-
user prohibited in the past from receiv-
ing encryption commodities and soft-
ware under a specific Encryption Li-
censing Arrangement will be reviewed
on a case-by-case basis, and may be
considered by BXA for eligibility under
future Encryption Licensing Arrange-
ment requests.

(v) Note that distributors, resellers
or other entities who are not manufac-
turers of the encryption commodities
and software are permitted to use an
existing Encryption Licensing Ar-
rangement for exports and reexports of
these products only when Encryption
Licensing Arrangement has been grant-
ed to the manufacturer and the export
and reexport meets the terms and con-
ditions of this paragraph (b)(6).

(vi) You must submit to BXA the
name and address of the end-user.

(7) Recoverable encryption commodities
and software of any key length for use by
commercial entities. (i) Exports and reex-
ports of recoverable encryption com-
modities and software (as defined in
part 772 of the EAR) classified under
ECCNs 5A002 and 5D002 of any key
length will generally be approved under
an Encryption Licensing Arrangement
to destinations designated with a “**”’
or “** in Supplement No. 3 to part 740
of the EAR to foreign commercial enti-
ties for internal company proprietary
use. Such encryption commodities and
software will generally be approved for
export and reexport to foreign subsidi-
aries of commercial firms
headquartered in countries designated
with a “**”” in Supplement No. 3 to part
740 of the EAR that are located in any
destination except Cuba, Iran, lIraq,
Libya, North Korea, Sudan and Syria.
Exports and reexports to telecommuni-
cation and internet service providers is
permitted under this policy for inter-
nal company proprietary use. Use by
service providers to provide service to
customers is excluded from this policy,
but exports may be possible under a li-
cense or an Encryption Licensing Ar-
rangement on a case-by-case basis.
This policy of approval excludes those
foreign commercial firms or their sepa-
rate business units (as defined in part
772 of the EAR) engaged in the manu-
facturing and distribution of items or
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services controlled by the U.S. Muni-
tions List.

(ii) Note that any country or end-
user prohibited in the past from receiv-
ing encryption commodities and soft-
ware under a specific Encryption Li-
censing Arrangement will be reviewed
on a case-by-case basis, and may be
considered by BXA for eligibility under
future Encryption Licensing Arrange-
ment requests.

(iii) Note that distributors, resellers
or other entities who are not manufac-
turers of the encryption commodities
and software are permitted to use an
existing Encryption Licensing Ar-
rangement for exports and reexports of
these products only when Encryption
Licensing Arrangement has been grant-
ed to the manufacturer and the export
and reexport meets the terms and con-
ditions of this paragraph (b)(7).

(iv) You must submit to BXA the
name and address of the end-user.

(8) AIll other encryption items. (i)
Encryption licensing arrangement. Appli-
cants may submit license applications
for exports and reexports of certain
encryption commodities and software
in unlimited quantities for all destina-
tions except Cuba, Iran, lIraq, Libya,
North Korea, Syria, and Sudan. Appli-
cations will be reviewed on a case-by-
case basis. If approved, encryption li-
censing arrangements may be valid for
extended periods as requested by the
applicant in block #4 on Form BXA-
748P. In addition, the applicant must
specify the sales territory and class(es)
of end-user(s). Such licenses may re-
quire the license holder to report to
BXA certain information such as
ECCN, item description, quantity, and
end-user name and address.

(ii) Applications for encryption items
not authorized under an encryption li-
censing arrangement. Applications for
the export and reexport of all other
encryption items will be considered on
a case-by-case basis.

(iii) Exports and reexports of
encryption commodities and software
of any key length to ‘‘strategic part-
ners’’ of U.S. companies will receive fa-
vorable consideration when the end-use
is for the protection of U.S. company
proprietary information.

(9) Applications for encryption tech-
nology. Applications for the export and
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reexport of encryption technology will
be considered on a case-by-case basis.
(c) Contract sanctity. Contract sanc-
tity provisions are not available for li-
cense applications reviewed under this
section.
(d) [Reserved]

[61 FR 68580, Dec. 30, 1996, as amended at 63
FR 50522, Sept. 22, 1998; 63 FR 72162, Dec. 31,
1998; 64 FR 3214, Jan. 21, 1999]

§742.16 India and Pakistan Sanctions.

In accordance with section 102(b) of
the Arms Export Control Act, Presi-
dent Clinton reported to the Congress
on May 13th with regard to India and
May 30th with regard to Pakistan his
determinations that those non-nuclear
weapon states had each detonated a nu-
clear explosive device. The President
directed that the relevant agencies and
instrumentalities of the United States
take the necessary actions to impose
the sanctions described in section 102
(b)(2) of that Act. Consistent with the
provisions of section 102(b)(2)(G) of the
Arms Export Control Act, the fol-
lowing sanctions measures are imposed
against India and Pakistan.

(a) License requirement. A license is
required for all exports and reexports
of items controlled for nuclear non-
proliferation (NP) reasons to all end-
users in India and Pakistan. In addi-
tion, a license is required for all ex-
ports and reexports of items controlled
for missile technology (MT) reasons to
all end-users in India and Pakistan, ex-
cept items listed in §740.2(a)(5) of the
EAR, which remain eligible for applica-
ble License Exceptions when intended
to ensure the safety of civil aviation
and safe operation of commercial pas-
senger aircraft.

(b) Licensing policy.

(1) Nuclear Nonproliferation. There is a
policy of denial for all applications to
export and reexport items controlled
for nuclear proliferation (NP) reasons
to all end-users in India and Pakistan,
except high performance computers
(see §742.12(b)(3)(iii) of this part for li-
censing policy regarding high perform-
ance computers).

(2) Missile Technology. There is a pol-
icy of denial for all applications to ex-
port and reexport items controlled for
missile technology (MT) reasons to all
end-users in India and Pakistan, except

§742.17

items intended to ensure the safety of
civil aviation and safe operation of
commercial passenger aircraft, which
will be reviewed on a case-by-case
basis.

[63 FR 64324, Nov. 19, 1998]

§742.17 Exports of firearms to OAS
member countries.

(a) License requirements. BXA main-
tains a licensing system for the export
of shotguns and related items to all
OAS member countries. This action is
based on the Organization of American
States (OAS) Model Regulations for the
Control of the International Movement
of Firearms, their Parts and Compo-
nents and Munitions (OAS Model Regu-
lations) which were developed to assist
OAS member countries to implement
the Inter-American Convention
Against the Illicit Manufacturing of
and Trafficking in Firearms, Ammuni-
tion, Explosives, and Other Related
Materials (Firearms Convention).!
Items subject to these controls are
identified by “FC Column 1” in the
“License Requirements’” section of
their Export Control Classification
Number (ECCN) on the Commerce Con-
trol List (CCL). If “FC Column 1 of
the Commerce Country Chart (Supple-
ment No. 1 to part 738 of the EAR) is
indicated for a particular country, a li-
cense is required for export to that des-
tination. Licenses will generally be
issued on an Import Certificate or
equivalent official document, satisfac-
tory to BXA, issued by the government
of the importing country is also re-
quired for the export of such items to
OAS member countries.

(b) Licensing policy. Applications sup-
ported by an Import Certificate or
equivalent official document issued by
the government of the importing coun-
try for such items will generally be ap-
proved, except there is a policy of de-
nial for applications to export items
linked to such activities as drug traf-
ficking, terrorism, and transnational
organized crime.

(c) Contract sanctity. Contract sanc-
tity provisions are not available for li-
cense applications under this §742.17.

1Status of Convention as of April 13, 1999
had not entered into force.
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